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2021 sawthe insurance industry grapple with a multitude of challenges including
pandemic impacts, disruptive technology and climate related risks. As we move
into 2022, we expect to see a continuation of those challenges. Adapting to new
technologies and achieving net-zero will be central to the insurance agenda, to
which we add the shifting geopolitical landscape.

Notwithstanding the much heralded COVID-19 vaccine roll -outs, disruption to businesses, supply chains,
travel and staffing levels continued. Insurers h ad to deal with their own business interruption as well as
that of their insureds, including the examination of established policy wordings in the  Financial Conduct
Authority (FCA test case - which will impact future claims, and not just those associated with pandemic
losses.

COVID19 accelerated the transition to digital solutions as a result of necessity, and enabled insurers to

manage the pandemicds impact by all owing workforces t
with this shift came increased cyber threats. In addition, 2021 brought a continuation of natural

catastrophe losses, resulting from devastating storms, fires and floods.

Resilience will be the overarching theme for 2022. However, whilst last year necessitated a faster pace of
change than was perhaps ideal, looking forward, insurers will want to continue to adapt to protect their
operations, market and promote customer retention.

Customer demand for more interactive and efficient digital platforms and products is set to continu e,

which wil |l require insurersd ongoing adaption to new
cyber risks, with ransomware and supply chain attacks continuing to rise. However, digital transformation

remains essential for insurers wanting to stay relevant, competitive and reputationally sound in the current

market.

I n a 6Dear CEO®S inlJanuaty 2022, theoPRA Iistedufinancialsand operational risk resilience,

climate change, and diversity and inclusion among its 2022 supervision priorities. This is reflected in the

i nsurance mastrhtegy.d0 sTheutlubeds business plan for 2022 fe
interruption, regulatory changes and pandemicresponse ;L1 oydds i dentified cyber ri
exposure, operatio nal resilience and Environmental, Social and Governance (ESG) concerns as some of the

core issues affecting the market.

Honing in on ESG, the increased examination of insur e
as they wait to see how movin g from voluntary to mandatory disclosure requirements plays out. Indeed, we

might see challenges as firms are required to navigate a soup of developing laws and standards.

Notwithstanding the shifting regulatory landscape, insurers dlike most companies dknow that it is probably

only a matter of time before regulators or the general public discover any discrepancies in ESG promises,

putting reputations at risk.

Geopolitical impacts remain a major concern to global governments and business. Post -Brexit negotiations
continue into 2022 as agreements around both goods and services remain unresolved. Concern over future
state conflicts remain high with physical, cyber and trade impacts following sanctions looming large; the
current tensions between Russian and the Ukraine highlight the reach of these disputes.

Against this background, we highlight some key legal and regulatory developments,
and provide an overview of 10 business critical topics that insurers and corporates
should consider as they plan for operational resilience in 2022.



Legal and

Legal

2021 saw the UK courts grapple with pandemic
related issues dnot least the FCA test case das
well as a shift in type and substance of disputes
presented, and these trends look set to continue.

Group actions made headline news in 2021, and
many cases remain unresolved, meaning they will
continue to shape the legal landscape. The move
towards US-style opt -out group claims becoming
the norm in the UK took a huge step forward
when the Competition Appeal Tri bunal (CAT)
certified the first application for a collective
proceedings order (CPO) on an opt-out basis in
Merricks v Mastercard [2021]. This decision was
swiftly followed by the granting of a CPO in
Justin le Patourel v BT Group plc [2021].

The UK Supreme Court also handed down
its long -awaited decision in the data
privacy case of Lloyd v Googl e [2021] .
The case dealt with the important
guestions of whether compensation may
be sought followi ng data breaches, and
what constitutes the &same interest 6to
enable individuals to rely on a
representative action.

While the judgment suggests that representative
claims for damages, rather than just for findings
of liability, may be difficult for data breaches,
the door has been left ajar for other types of
representative claims.

In Okpabi v Shel [2021], th e UK Supreme Court
ruled that a company can be held liable in the
English courts for oil pollution allegedly caused
by its subsidiary in Nigeria. This ruling means that
parent companies in Britain could face UK

liability for their operations overseas.

In December 2021, the Court of Justice of the
European Union (CJEU) handed down judgment in
Tattersall v Seguros Catalana Occidente S.A
ultimately coming to the opposite conclusion to
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regqgul atory

UK8s Court of
ning, the special rules on insurance under
Article 13(2) of the Brussel recast regulation are
to address an imbalance between the parties as
an insurer is considered a stronger party. The
claimant and the insured are seen as weaker
parties, so there is no reason to allow a claimant
to sue a defendant in their member state of
domicile under the special rules.

This decision highlights how Brexit will shape the
future legal system in England & Wales as,
following the end of the Brexit transition period,
this may well be the last matter that the courts

of England & Wales refer to the CJEU. This is
highly significant , as such issues in the future will
not have the benefit of consideration by the CJEU
and the final decision
home courts.

The FCA test case is widely regarded as having
addressed many of the issues arising from COVID
19 business interruption claims. However, some
matters remai n unresolved, such as coverage
guestions around specified diseases, damage to
property, denial of access, cancellation and
disease at the premises, as well as quantum
disputes around aggregation, direct losses and
government support. These issues are already
starting to emerge, which means that insurers are
operating in a still uncertain landscape.

Regulatory and legislative developments

New rules and regulations mushroomed during
2021, not least as the UK began to manage the
end of the Brexit transition period. The ongoing
impact of COVID disrupted the usual programme
of legislative change and so much of what begun
last year is set to con tinue in 2022, with big tech
and sustainability taking centre stage.

Insurance firms will be watching to see if
Solvency Il reforms are now introduced into the
UK. Meanwhile, ESG will remain high on the
regulatory agenda. In particular, following its
appointment of Director of ESG, the FCA set out
its ESG priorities in a strategy designed to drive
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https://kennedyslaw.com/thought-leadership/article/group-actions-a-perfect-storm-brewing/
https://kennedyslaw.com/thought-leadership/case-review/lloyd-v-google-supreme-court-ruling-a-sigh-of-relief-for-data-controllers/
https://kennedyslaw.com/thought-leadership/case-review/okpabi-v-shell-a-new-era-for-global-environmental-claims/
https://kennedyslaw.com/thought-leadership/case-review/is-divergence-inevitable-in-a-post-brexit-legal-landscape/

positive change, which highlights transparency February which aims to 'transform the UK by

and trust as key themes. spreading opportunity and prosperity to all parts
On climate, we can expect an ongoing narrative ofit".

from the FCA about adapting the regulator y That agenda manifested with the Building Safety
framework to support insurers meet their Bill being introduced to the House of Commons in
important role in the transition to a low carbon July 2021, just over four years since the Grenfell
economy. And on diversity and inclusion, the PRA Tower disaster. Royal Assnt is expected in the
and FCA intend to consult on more detailed first half of 2022. The Bill represents a seismic
proposals in Q1 2022. shift in building safety regulation - from design

and construction to occupation - of high rise
properties. As such, property developers,

The latestinstalment of t he FCA contractors, building -owners, landlords and

on general insurance pricing practices managing agents will need to take proactive steps
came into force on 1 January 2022. It to align their fire and structural safety systems
covers t hwea | &pbandadmotor and procedures with the more stringent

and home policies and easier opt -outs requirements imposed by the Bill.

from auto -renewal by consumers for

most types of general insurance policy.
The UK Governmentds

Levelling Up, Housing and Communities

A specific post-Brexit change included the recently announced plans to force
Environment Act, which became law in November devel opers to ofix t
2021, creating a new environmental watchdog, and has published a new plan to protect
known as the Office for Environmental Protection leaseholders and make the construction
(OEP). This government body will replace t he and insurance industries pay for the
European Commission as the enforcer of cladding crisis.

environmental regulation and will be responsible
for holding government and public bodies

(including the Environment Agency) to account on Elsewhere, and maintaining its focus on

their implementation of environmental law. technology innovation, the UK Government

There have been questions as to how effectively launched a Future of Transport programme, with

the OEP will be able to hold the government to the aim to 6shape transport
account. 2022 may provide those answers. the UK a world | eader in tr

The regulatory review included consultations on
maritime autonomy , zero emission vehicles, the
future of flight and modernising vehicle
standards. A government response to the
consultations is awaited, with indications being

Other legislative change due to Brexit included
the UK immigration system, intellectual property
and data protection - with the GDPR no longer
having direct application in the UK. In practice,

businesses will still need to comply with the . o .
ust Wit st ply Wi that substantive legislative reform will be

requirements as they are covered by the Data ) o . .
qul y v y reqlélrgd.vtv ile it is imperative that regulation

Protection Act 2018, whi ch sits along Sa'da ts to techr?olo ica gd\s/ancements caution
mirrored version of the GDPR, although these are P g '

. must be exercised in light of the potential
currently subject to proposed government " . . .
reform additional ris ks to insurers arising from the

current proposals.

Looking forward, more broadly, we can expect
the UK Government continuing to drive their
levelling up strategy following the long awaited
publication of the Leveling Up White Paper on 2

This trend for regulatory reform and the themes
prioritised in 2021 look set to continue
throughout 2022.


https://kennedyslaw.com/thought-leadership/article/insurers-and-intermediaries-uk-legal-and-regulatory-certainties-for-2022-part-1-key-issues/
https://kennedyslaw.com/thought-leadership/article/the-environment-bill-post-brexit-landscape-for-environmental-regulation-and-enforcement/
https://kennedyslaw.com/thought-leadership/article/the-building-safety-bill-factsheet/
https://kennedyslaw.com/thought-leadership/article/the-building-safety-bill-factsheet/
https://kennedyslaw.com/thought-leadership/article/maritime-regulatory-reform-is-welcomed-but-domestic-progress-must-consider-the-global-challenges-for-insurers/
https://kennedyslaw.com/thought-leadership/article/maritime-regulatory-reform-is-welcomed-but-domestic-progress-must-consider-the-global-challenges-for-insurers/
https://kennedyslaw.com/thought-leadership/article/maritime-regulatory-reform-is-welcomed-but-domestic-progress-must-consider-the-global-challenges-for-insurers/
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Future pandemic risk

€€ As dealing with the risks associated with
the current pandemic moves into the

topi cs nt @0wa&t c h

The pandemic has accelerated the trend
toward automation and digitisation, with
initial drivers including changing
demographics, customer expectations
and competitive pressures.

6business as usamaskellgcat eg Igvlessyn]entwgigital capabilities, talent and

insurers prepare for a wide range of systemic
risks which once seemed remote but are now
foreseeable.

This includes everything from a future
pandemic to catastrophic cyber attacks,
reputational risks and increased litigation
arising from ESGissues. As a result, we will
see new products coming to the market to
protect against these risks, learning the
lessons ofthe pandemic and driving
resilience. 79

Ingrid Hobbs , Partner, London

The global insurance industry is deemed to have
come through the initial stages of the pandemic
relatively well, but the industry and its regulators
must now use this experience to prepa re for
future pandemics.

Regrettably, it is highly likely that new
pandemics will occur, and that they may become
more frequent as a result of new diseases
emerging and the environment coming under
continued pressure. Studies show the impact of
climate cha nge, and the increased interrelation
between health, climate and biodiversity events
increase this likelihood.

As insurers move from their initial pandemic
response to a longer-term strategy, close
attention should be taken of the shifts in
consumer behaviour. COVIB19 has influenced the
choices made regarding service providers. This
goesthrough all aspects of a business, from social
responsibility commitments to the tech solutions
offered.

other strategic resources are key to the long -term
success of all businesses. Companies that invest
now and strengthen the bond with their

customers have the potential to emerge from the
crisis ahead of their competitors.

There are also lessons to be learnt from the FCA
test case, most notably the necessity for a review
of policy wordings. Products need to be simplified
and current wordings considered against potential
future events. This will be key to the insurance
industryds reputational
throughout 2022.

Social inflation

Social inflation is one of the major emerging risks
that the insurance industry must address this
year. In 2021, its influence was felt in motor,
personal injury and medical negligence,
professional indemnity and D&O claims.

There is evidence that the impact of social
inflation on claim s is starting to spread globally
due to socio-economic globalisation, and these
factors have been amplified by the pandemic.
Societal attitudes have changed, which means
there will be an increased effect on the insurance
industry.

The causes and trends of social inflation, while
more prevalent in the US, are not unique to any
one region. As is true of many emerging trends,
whatever is spotlighted in the US will likely find
itself having global impact.



Global drivers include:

A The rising cost of litigation fuelled by the
increasing availability of third party litigation
funding/private equity backing of claimant
lawyers.

p=

An increase of group actions.

A Shifts in political/regulatory landscape
acknowledging the growing recognition of
social inequality .

p=

Social media use which shapes public opinion.

p=2

Hardening attitudes towards social
inequalities and corporate responsibility in
the judiciary as well as in juries.

Litigation funding is an increasingly
popular practice in which investors
financ e lawsuits to which they are not a
party (and which are often against
insurers) in return for a share of the
settlement.

This contributes to social inflation by increasing
l'itigation costs that-aff e}l
outs, loss ratios, and coverage premiums.

Such third party funding has led to an upswing in

UK litigation which presents a significant risk to
corporates and their D&Os. Investors whose

shares fall in value are looking to recover those

losses from companies through shareholder class
actions. High profile example shareholder actions

in the UK include cl aims ¢
financial reporting and the RBS Rights Issue

Litigation.

It is difficult for insurers to structure safeguards
against claims that may be presented against
existing policies. However, from an underwriting
perspective, a recognition of these claims trends
and a review of the impact they ha ve on current
wordings has to be a priority for 2022.
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The role of technology

€€ 2021 was a year in which there was no
longer any doubt that the fortunes of
individuals, companies, crypto currencies
and even democracies could turn on a social
media dime with the rise of dogecoin, events
on capitol hill and the pandemic itself

played out in the frothy world of the virtual
and the intangible. And whilst technology
has not caused the froth, it has certainly
enabled it. The intangible world - which
Facebook has branded the metaverse - is our
future.

As we go into 2022, it is technology that will
enable reliable, measured indexes of
individual and corporate ESG credentials. It

transformation. As product s and systems improve,
insurers will be better placed to effectively
manage and report on their ESG risks.

The benefits of accurate data capture will be
demonstrated in the use of analytics to better
understand trends dsuch as climate change dand
harnessthat knowledge to effect change,
informing underwriting and cover decisions.

Digital advancements including the growth of
smart contracts and crypto assets has provided
additional challenges to the legal system. This
has resulted in the Civil Procedure Rule
Committee looking at the option of amending or
expanding the grounds in which proceedings can
be served out of the jurisdiction, which can be an
obstacle to pursuing litigation and, therefore,
resolving disputes involving these new
technologies.

The Master of the Rolls recently reported that
such cases had increased significantly, and

di spute resolution was 0pro
because of the difficulty o
rules to the digital worl dbé

is technology that will help shine the light on
those aspects of the metaverse that rewards

falsehoods. It is technology that will enable
us to conquer cognitive biases and
inconsistency, improving our ability to judge
risk and uncertainty. In the end though,
whilst technology enables, it is people that
will choose how and where is applied. #?

Karim Derrick, Product and Innovation
Director, London

Cyber events

2021 has shown that digital transformation offers
insurers a solution to allow them to meet their
environmental, social and governance objectives.

ESG isnot a new concept, but it has been brought
into sharp focus by the pandemic and has moved
from a fringe concern to the centre of business
decision making. With that comes new kinds of
risk for insurers to navigate. It includes
components of climate, transitional and social
risk that are difficult to evaluate as the data is
often seemingly inaccurate due to inconsistent
criteria applied, or simply not being collected at
all.

The key enabler to the adoption and
implementation of ESG commitments is digital

€€ The increase in sophistication and
frequency of cyber -attacks is set to continue
throughout 2022, with supply -chain attacks
and cyber warfare being the biggest concern
for organisations across all sectors. We also
expect to see new methods of attack
materialise as threat actors seek to bypass
multi -factor authentication and access cloud
based infrastructure in order to cause
maximum disruption. ¥

Oliver Dent, EMEA Cyber and Data Privacy
Lead, Manchester

The frequency, scope and detrimental impact of
cyber-attacks continued to increase throughout
2021, largely as a result of companies pivoting
towards digital operations and the technology
behind the attacks becoming ever more
sophisticated.



As well as the financial and business interruption

losses, a significant and long-term impact of

many cyber incidents is the damage to reputation
and goodwill. Many organisations are prepared (to
a certain extent) for the short -term technical and
operational impacts, but are often un -prepared
for the longer lasting impact to the ir reputation.

This occurs because as well as notifying

regulators of a cyber -attack, many clients and

customers also require natification, either as a
result of regulatory requirements or to comply

with the terms of business agreement contacts.

Employeesare also made aware of these

incidents when they are asked to help remediate

them or if they are impacted themselves, for
example, if their pay is delayed. Some larger
incidents also make headline news.

With many companies adopting
permanent hybrid wor king policies,
threat actors will continue to exploit
vulnerabilities in working practices,

leading to a continued increase of cyber

attacks in 2022.

The industry is responding to these increased
threats:

A The IUA has stated its intention to publish
research looking at the cyber impact on
supply chain risk as well as continuing its
dialogue with the National Cyber Security
Centre.

support innovative areas of underwriting,
such as cyber.

>

professional indemnity cover.

Cyber impacts look set to remain a significant
concern for the insurance industry for the
foreseeable future, but innovation, mitigation

and collaboration across industry and reg ulators

will assist in managing this risk.

A When setting out its m ain areas of focus for
2022, Lloydds stated

The Council for Licensed Conveyancers has
launched a consultation on whether it should
make stand-alone insurance for cyberattacks
compulsory as it looks to update its policy on
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Brexit

€€ The insurance sector spent a considerable
amount of time considering the impacts of
Brexit and a no-deal scenario for one key
reason: to ensure that it could continue to
serve customers in the UK, Europe and
beyond. Looking forward, the customer will
remain a priority as insurers continue to
watch closely the changes in the legal and
regulatory environments .

This year will bring into focus the potential
for the Solvency Il regime to start to diverge
between the EU and the UK. The UK
Government will be alive to how much
deviation may be too much in order to
maintain equivalence, and at the same time,

aware that they need t
dividendo a'% promised.
Deborah Newberry, Corporate Affairs

Director, London

One of the most significant outcomes of Brexit
has been regaining the right to negotiate
independent free trade agreements.

Last year the UK began formal negotiations to
join the Comprehensive and Progressive Trans
Pacific Partnership (CPTPP). The CPTPP is a
mega-regional trade agreement consisting of 11
members, representing just over 13% of global
commerce, 15% of global trade, and has a
population of 500 million people. If successful,
this will have a significant impact on all elements
of trade, and the risks attached.

Turning to post-Brexit regulatory reform,
levelling up is a useful hook for the industry to
leverage and the more the conversation around
Sdvency |l reform can draw on it, the better. To
date, the priorities have been the mechanism for
releasing capital into long -term investment and
delivering on wider governmental policy
objectives. However, there is scope for Solvency
Il reform to play a bi gger part in this agenda.

o

While levelling up lacks clear definition or

policies, it has become ingrained in national
discourse. Arguments for reform drawing on it are
likely to gather momentum and play to the

i ndust r ydathougtarggalatary scepti cism
about reform should not be underestimated.

We are expecting the government to launch its
Phase 2 consultation as part of its Solvency Il
Review, and the PRA to publish results of its
Quantitative Impact Study in the next few
months.

As part of the p ost-Brexit restructure, it
is likely the UK Government will publish
a Financial Services Bill in the next
Queends Speech
which will be the main legislative vehicle
for many of the reforms.

d 'ggluded ig the lggislationg ginerging;frgm the

Future Regulatory Framework process, we expect
a portfolio Bill capturing various different reforms
to financial regulation dwith Solvency Il chief
among them. We anticipate an announcement in
the Queends Speech, to
public ation of the Bills by Autumn with the

aiming of working their way through parliament

to receive Royal Assent by May 2023.

The Bill itself is unlikely to deal substantively

with the design of the new Solvency Il regime dor
whatever replaces it dinstead giving the Minister
power to delegate that power to the regulators

via a statutory instrument. What the Bill will do,
and this is where insurers should focus their
public affairs resources, is setting the objectives
and accountability framework for the regul ators.

A House of Lords committee has recently
launched an investigation into the regulation of
the London insurance market, and will examine
whether regulatory policy can be amended to
boost international competitiveness in the wake
of Brexit.

The Indugry and Regulators Committee have said
that it wants responses from the sector on
whether the current rules for the industry strike

(expe:

be


https://kennedyslaw.com/thought-leadership/article/brexit-impact-on-insurance-regulation/

the right balance between protection for
consumers and commercial competitiveness.

As 2022 progresses, we can expect postBrexit
trade negotiations and the push for regulatory
reform to continue .

Geopolitical risk

€€ The impact of the ongoing pandemic on
global supply chains remains a key issue for
companies that source raw materials or
components internationally. This issue is
particularly acute for companies that rely on

The fallout from the pandemic has heightened
the geopolitical risk to insurers. It has caused
increasingly fragile states, exposed political
insecurities, diverted government resources and
aggravated mental h ealth problems, making
people more vulnerable and susceptible to joining
movements for change.

Workers are more likely to become
disenfranchised and demand better pay and
conditions which can result in strikes and
subsequent claims, under both employment and
business interruption policies, if not met. A lack
of tourism can have a devastating effect on
communities, resulting in businesses failing and
property falling into disrepair.

a O6just in timed philosophy, and we

anticipate that it will remain a problem for
some significant time to come.

In terms of emerging risks, the stand -off at
the border between Ukraine and Russia
looms large. If Russia does launch an
invasion, and if the western democracies
respond with enhanced economic and/or
trade sanctions, the consequences for
companies doing business in, or involving,
Russia may be profound. Particularly if US
sanctions were so stringent that they
effectively cut off Russia, or companies
doing business in or with Russia and Russian
entities, from the US banking system. 2%

Graham Gowland, Senior Associate,
London

Arecent surge in environmental and social
protests in the UK has prompted a stern response
from Bor i sgovéronmentsvhichdss
seeking to push through tough new curbs and
penalties around demonstrations. The proposed
Police, Crime, Sentencing and Courts Bill sparked
resistance from civil liberties campaigners and
businesses. Opposition peers voted against a
range of measures proposed, which means the Bill
now faces going back and forth between the
Commons and Lords.

I n the World Econbghbac For un
risks report, survey respondents pointed to
oclimate action f a-tetmured as
threat over the next decade. The report

predicted that the o0disorde

was set to continue i and warned that a
transition thatdidnotco nsi der 0soci et al

i mplicationsodé risked exacer
inequalities and feeding larger geopolitical
tensions.
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